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Integrated Systems:
The Future of Auditing

Dennis R. Arter, CQA

Course Outline and Objectives

» Explore common management principles

 Develop a Grand Unification Theory of management

» Explore why process-focused checklists are better

» Do some turtles and develop checklist questions

* Do lunch

» Explore pattern recognition and systems perspective

* Dump and chunk to uncover system problems

» Explore technology change and the future (of everything)
» Show how artificial intelligence is affecting audits

» Have fun and make friends
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Eras of management

Control era (product)
— Define characteristics and inspect to those
characteristics (form, fit, function)
Assurance era (process)

— Define processes to achieve results and make sure
those processes are being followed. (Say what you
do and do what you say)
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Eras of management

Management era (system)
— Develop organization systems to achieve results
and provide resources to achieve success.
Integration era (whole)

— Combine quality, environment, safety, security into
a holistic view. More emphasis on risk
management.
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Good and evil

Some systems promote Good

* Quality management tries to achieve excellence,
efficiency, satisfaction, delight.

» Financial management tries to improve efficiency.

* Human resource management tries to maximize people
resources.
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Good and evil

Some systems prevent Evil

« Environmental management tries to prevent harm to
the planet.

+ Safety management tries to prevent harm to people.
« Security management tries to keep bad guys away.
» Financial management tries to protect assets

Note: These can also save resources if done right.
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Quality management model

Material Ideas
Bring things together
People Machines 1
Make it —1
Deliver it —1
Change .
& — Evaluate it
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Environmental Management model

Sources —»

Conditions —»

Take Action

Transfer | Mitigate

\ 4

Effects

Change

A

Evaluate
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Safety management model

Sources —p
—» <Acceptable?
Conditions —» No
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Barriers
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Change

Effects
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Security management model
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Similarities

» We could do the same analysis for Business Continuity
» We could do the same analysis for Financial Controls
» We could do the same analysis for Sustainability

Planning Performing
Plan Do
Mo=elel]  [CEsaml]
Act Check
@
Introductions

* Who are you and what does

your company make?
G
» 2 | €
AR Vg 4
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Workshop on Principles (1)

1. Form teams of 3-4 (Teams will change throughout the day)
2. Complete your team grid of QESS and PDCA (15 min.)

* You are explaining QESS to Qual | Env | Safe | Sec
your barber or hair dresser P
* No more than two sentences
in a box D
» Must have verb + object
C
A

)
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Example: Quality Management

* Plan
— Identify item or service characteristics (form, fit, function)

— Define methods, material, and machines to make or deliver
that product

— Define the systems in which the product is made or delivered
* Do
— Provide people, equipment, material and infrastructure to make
or deliver the product
— Follow the defined methods
Check

— Measure progress in achieving defined products, processes,
and systems

« Act
— Reduce differences between desired and actual states
— Make things better
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Workshop on Principles (2)

Circulate team sheets, taking notes. (10 min.)
Revise your grid, using chart paper (15 min.)
Post on chart paper on the wall
Walk the wall and summarize

= i =

Qual | Env | Safe | Sec

* Any amazing similarities ?
* Any fundamental differences?
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Break!
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General Model for Auditing

Requirements Evidence
* T I * T I
External Physical
Manuals The senses
Procedures Facts Interviews
Specifications Paperwork

The patterns

Analyze

Findings Analyze Conclusions

Problem or Cause/effect Executive Summary

)
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Rules for the Audit

Audits provide information
Auditors must be qualified
Audits measure to agreed criteria
Conclusions are based on facts

~w b~
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Requirements are Documents

External to the auditee

Internal to the auditee
Manual System

/ Procedures \ Process
/ Specifications \ Product

)
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Rules for the Audit

Audits provide information
Auditors must be qualified
Audits measure to agreed criteria
Conclusions are based on facts

A W=
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Objective Evidence

* Physical Right side of the audit model
* Senses

» Paperwork
* Interviews

» Patterns
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Understand Processes to Get Facts
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Universal Process Model

Controls

!
Input ) Q ) Output
1

Resources
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Flu Vaccine

Customer specifications
Daily run sheet
Standard operating procedures
Manufacturer’s manual
Environmental and safety regulations
Supervisor’s instructions

Growth Media

Designer Cells To Harvest

Oxygen
Antifoam Agent

resources

Equipment setup
Automatic process system
Alarms and gauges
Electricity, steam, air, etc.
Operator abilities and attention
Environmental conditions
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Receiving Funds at a Bank

Software control limits
Deposit slips
Routing identifier numbers
Customer receipt
Count the cash

Automatic Teller Machines

Teller Counter
Bank by Mail

Receiving

Funds

Database entry
Money to the vault
$$ to the cash drawer

Electronic Funds Transfer

es

resourc

Electricity and climate control
Change and bill counters
Teller competencies
Cash drawers and lock boxes
Security guards and cameras
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Serum
glucose

Patient-specific requirements
Standard operating procedures
Equipment manual
Environmental and safety regulations
JCAHO, CAP Standards
Patient positioning/restraints

Diagnostic request
Unknown condition

Known condition
Completed report

I
(0]
o
g
S
5]
1)
o

Equipment calibration and setup
Phlebotomy equipment
Alarms and indicators
Electricity and network connections
Operator abilities and attention
Environmental conditions
LIS/HIS support




Is There a Better Way?

» Simple four-box approach requires
significant concentration
» What about tapping previous work on

how processes behave? (Such as
Ishikawa)

)
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Universal Process Affecters

Manpower Machinery
Material Methods
Environment Measurement
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Universal Process Affecters

* Methods: These are the * Measurement: These are the
instructions we provide for the data taken of the process and
task. Often called documents. their use.

* Material: These are the things < Machinery: This is the
used by the process. equipment used to perform the

« Manpower: (and action.
womanpower!) These are the  + Environment: These are the
human competencies needed. outside influences on the

process.
MMMMME!
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Whoa! Now It’s Too Much!

How about something combining all — yet friendly?
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Turtle Diagram

With What? With Whom?
(Materials & Equipment) (Competence, Skills,
Training)

N d

Inputs - - Outputs

7 N

How? What Results?
(Support Processes, (Performance Indicators)
Procedures & Methods)

Source: AIAG 2003
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Mod Turtle diagram

Environmental
With What? Aspects? With Whom?
(Materials & Equipment) (Competence, Skills,
Training)
Inputs ‘ @ ‘ Outputs
How? What Results?
(Support Processes, (Performance Indicators)
Procedures & Methods) Safety
Aspects?
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Workshop: Do the Turtle

» Please move into different teams

» Each person in the group pick a different process
from the provided flowchart

* Do a turtle for your process
» Share with the team to make turtles fuller
+ 20 minutes for this part

)
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Turtles to Checklists

» Checklists define the data you need in order to write
a report. They are shopping lists of specific facts you
want to get.

* Interviews are one of the five ways you use to get
those nuggets. They are open-ended and include
who, what, where, when, why, how, and please
show me.

A

Turtles

Docs Controls Checklist

A
A

Dl

ASGH




Define information needs

With What?
(Materials & Equipment)
Raw materials
Process controller ‘ Source Docs
Empty containers l

+ Do all raw materials have a QC Accept (green) Tag?
(Purchasing Procedure 05)

+ Is Reaction Temp set to 160 °F/180 °F alarm? (Op Sheet
2157-17, step 14)

+ Are all control panel alarms cleared? (Safety directive 29)

+ Are all empty plasticizer bags in the marked and covered
temp storage bin? (MSDS 98-729-06)

Q)
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Define information needs

With Whom?
(Competence, etc.)
Shift staffin
& Source Docs
Operator competency
Personnel protection l

» Are 2 QC Inspectors on duty during production runs?
(Quality Support Methods #9)

» Do all Inside Operators possess current qualification
certificates, unless under instruction? (Prod. Procedure 2)

* Is the Lab Tech performing melt point testing qualified
within the past year? (Lab Policy 3)

« Are all personnel within the production area wearing hard
hats and safety glasses? (Safety Directive 01)
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Workshop: source documents

1. Review the handout of Source Docs

2. Place at least 4 doc ID numbers by each of your turtle
boxes

3. Choose 3 source docs that apply to more than one
turtle box. Pretend you just read them.

4. Make up two (or more) control conditions from each of
the 3 docs. Write them on the checklist handout form.

5. Develop two checklist questions for each (made up)
requirement.

6. Then share your questions with your group.
Challenge and help each other.

60 minutes total
@]
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Lunch
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Progress So Far

» Developed a general model for
managing quality, environment,
safety, and security

* Applied the Turtle Diagram to obtain
a deep understanding of the QESS
controls at the process level

» Developed customized checklist
questions from the identified source
documents ‘

Integrated and process-focused!

>
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Go from Boring to Brilliant!

* You've done the data gathering
by tracing, interviews,
observations, and record reviews.

* You've recorded all the
conforming and nonconforming
data in your field notes.




Gather Data, for example:

» Computer network was down for a total of 25 minutes
during the month of July.

* Tellers backed up data for the seven shift changes
examined.

« Hill Street branch experienced 3 cash machine paper
receipt jams in June.

» Generic deposit slips were available at all teller
stations.

« Vault lights are left on all night.

* Floors are wet-mopped only when customers are not
present.

Q)
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Gather Data, for example:

* 6 of 48 overhead lamps were non-functional at the
Charles Circle branch on Friday.

» All tellers are examined for math and communication
skills prior to hire.

» Backup server was loaded with out-of-date data files on
July 12.

 Cars using drive-in stations back up into the street.

« Bill sorting machine malfunctioned on July 3 and again
on July 9.

» Paper and plastic recycle bins are in all branch lobbies.

* ATM software runs on Win2000 and has never been
patched.
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Requirements

External

General Model for Auditing

Evidence

Manuals
Procedures

)
Physical
The senses

Facts Interviews

Specifications

Analyze

Findings

Problem or Cause/effect

Analyze

Paperwork
The patterns

Conclusions

Executive Summary
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Data Dump

GOOD

<Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Quisque auctor.
Vivamus volutpat ipsum at metus.

~Curabitur non lectus rutrum eros suscipit interdum. Vivamus mattis. Ut porttitor,
dui malesuada commodo vehicula, purus nisi imperdiet nibh, et posuere erat dui
eu dolor.

+Praesent et velit a urna faucibus omare. Ut nec justo ut velit consectetuer
tincidunt. In gravida lectus et ante. Nullam eros. Ut bibendum purus non magna.

Nam molestie. Praesent pretium orci in purus. Phasellus massa du, tincidunt a,
dictum sed, posuere vel, lorem. Maecenas et quam. Nullam mi. Proin ac eros.

-Praesent malesuada nunc non risus. Praesent fermentum vehicula libero.
Curabitur libero. Ut molestie massa. Suspendisse ura. Vestibulum ante ipsum
primis in faucibus orci luctus et ultrices posuere cubilia Curae; Sed nulla.

-Duis in turpis. Nunc lobortis. Ut massa nisl, rhoncus imperdiet, faucibus et,
‘semper et, lectus. Lorem ipsum dolor sit amet, consectetuer adipiscing elit. In hac
habitasse platea dictumst.

Mauris quis nulla sed mauris scelerisque pellentesque. Donec sit amet sem.
Proin quis velit. Ut ut erat ut mi viverra adipiscing. Sed sed ante. Integer at dolor.
Vivamus portitor est et dui. Phasellus id dui.

Integer nonummy. Fusce justo magna, ultricies pretium, rutrum ac, ultrices a,
ante. Morbi gravida massa quis elit. Etiam nulla, Cras congue nibh eget metus.
Integer varius nulla eget nibh.

Curabitur dapibus euismod nulla. Class aptent taciti sociosqu ad litora torquent
per conubia nostra, per inceptos hymenaeos.

+Fusce vehicula erat id ante. Aenean non libero ut tellus scelerisque ultrcies.
Aenean ac leo fermentum pede portitor varius. Donec et justo quis nisl faucibus
ultrcies. In odio. Pellentesque habitant morbi tristique senectus et netus et
malesuada fames ac turpis egestas.

EVIL

+Fusce fermentum. Morbi tincidunt. Vivamus interdum mi vitae orci. Quisque ut
nunc ut nibh vehicula tempus. Nam arcu. Etiam lacus.

Vestibulum non diam. Sed dictum tincidunt lacus. Aliquam sagittis, diam non
volutpat tempus, neque augue viverra augue, vitae condimentum lorem nulla quis
felis.

~Donec quis erat. Morbi auctor felis. Nulla diam eros, lobortis vel, honcus sed,
placerat ac, nulla. Fusce portitor dui condimentum justo. Vestibulum dolor lacus,
consequat blandit, feugiat ac, varius nec, augue. Aliquam et tortor quis quam
adipiscing vehicula.

.Ut at sem sit amet ipsum gravida viverra. Quisque dignissim ultrcies metus.
Fusce ullamcorper. Nullam nec nis! eget nibh convallis molestie.

+Aliquam commodo acoumsan leo. Cras ligula. Sed elitligula, faucibus sit amet,
semper et, accumsan quis, neque. Etiam in augue ut nunc tristique consectetuer.
-Vivamus e eros vestibulum sapien nonummy ullamcorper. Aliquam congue est
sed turpis.

Ut cursus aliquet eros. Aenean sit amet tortor eget ipsum bibendum bibendum.
Nunc vel justo sagtis libero iaculis bibendum.

-Donec felis erat, egestas nec, posuere ut, tempor malesuada, quam. Donec arcu
nibh, blandit vitae, ullamcorper eu, posuere non, eros.

«Nullam suscipit lobortis dui. Nam ipsum.

+Fusce fermentum. Morbi tincidunt. Vivamus interdum mi vitae orci. Quisque ut
nunc ut nibh vehicula tempus. Nam arcu. Etiam lacus.

Vestibulum non diam. Sed dictum tincidunt lacus. Aliquam sagitts, diam non
volutpat tempus, neque augue viverra augue, vitae condimentum lorem nulla quis
felis.

-Donec quis erat. Morbi auctor felis. Nulla diam eros, lobortis vel, rhoncus sed,
placerat ac, nulla. Fusce porttitor dui condimentum justo.




Data Chunk

RS

T,
’ Problem ‘ ’ Problem ‘ ’ Problem ‘
)
ASCH
Sorting Our Bank Data
Equipment maintenance Teller competencies
» Network down » Confusing debit and credit
+ Backup server data » Cash drawer daily audit
+ Bill sorting machine
+ Overhead lamps No pattern
O DOOI’S, |OCkS, and keys . Key_in entry mistake
+ Gash machine jams + Coins falling out of rabbit
+ False security alarm + Cars backed out in street

+ Software updates
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This Becomes a Finding

Turn the piles upside down:
 Statement of the system control problem
—Bad fact
—Bad fact
—Bad fact
—Bad fact

Q)
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Finding

Equipment is not routinely kept in
proper working condition.

» Computer network was down for a total of 25 minutes during the month of
July.

« Backup server was loaded with out of date data files on July 12.

+ Hill Street branch experienced 3 cash machine paper receipt jams in June.

+ Bill sorting machine malfunctioned on July 3 and again on July 9.

» Three branches experienced entry door lock jamming this year. One
resulted in a key breaking.

» Oak Lawn branch experienced a false security alarm on July 20. Police
responded.

+ ATM software has never been patched.

This is called a finding sheet

Q)

ASGH




Q)

ASG

Workshop: Write a Finding

* New teams please.

* Transcribe all the bad (nonconforming) facts from the
Field Notes handout to a clean data sheet.

« Sort your data sheet by problem area.
O A O <

+ Identify the most important problem.
(Hint: It has nothing to do with training!)

» Write the finding on a new sheet of paper.
— Important problem
— Supporting objective evidence

+ 30 minutes for this part.

Q)
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Break!




Future of Everything

Place holder for presentation

Q)
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Break!
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World Cafeé

1. Thought Leader presents an idea or challenge.

2. Small groups discuss a specific question. They draw
pictures and slap down sticky-notes as they talk.
Anchor person takes team notes.

3. Rotate! Anchor person remains and rest move.
4. Summarize and enrich at the (new) table.

5. Rotate and Repeat. This time capture the table
summary and pictures on chart paper. Post on wall.

6. Walk the wall as individuals, absorbing ideas.
7. Summarize important points and ah-ha moments.

Dl
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Workshop: World Café (new team)

How is Al currently used in an audit?

How will it be used in the next five years?

Round 1: 10 minutes
Round 2: 10 minutes
Round 3: 10 minutes
Walk the Wall: 5 minutes
Summary: 10 minutes




Conclusion

» Quality, environment, safety, and security are basically
the same and are moving towards risk management.

* We can use process-analyzing tools to audit
management systems in an integrated fashion.

* We must present conclusions in a way that shows
system strengths and weaknesses.

» The future is closer than we thought.

Q)
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Thank you for your kind attention!
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Dennis R. Arter, CQA

* Columbia Audit Resources

« Kennewick, WA

* (509) 783-0377

* E-mail: dennis@auditguy.net

* Web: http://auditguy.net

* Course files: http://auditguy.net/class/index.html
* Blog: http://auditguy.blogspot.com

» Tweets: http://twitter.com/auditguy
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